Abstract-For critical infrastructure facilities, mitigation techniques for insider threats are primarily non-technical in nature and rely heavily on policies/procedures. Traditional access control measures (access cards, biometrics, PIN numbers, etc.) are built on a philosophy of trust that enables those with appropriate permissions to access facilities without additional monitoring or restrictions. Systems based on these measures have three main limitations: 1) access is typically bound to a single authentication occurrence; 2) the authentication factors have little impact against human (insider) threats to security systems; and 3) many of the authentication systems inconvenience end-users. In order to mitigate the aforementioned deficiencies, we propose utilizing the concept of Ephemeral Biometrics to construct strong, persistent authentication protocols.
I. INTRODUCTION
With rising amounts of cybercrime [1] , [2] , many organizations are moving towards the use of two or more factors of authentication [3] - [5] hoping to increase the security and trustworthiness of their cyber systems and information. A prime example of two-factor authentication is the use of ATM cards where bank customers are asked to provide something they have, their bank card, and something they know, their PIN number. Even this type of two-factor authentication was not enough to prevent one of the largest bank heists in recent history that leveraged the flaws and vulnerabilities of ATM card use [6] . Besides not always providing the needed security guarantees, the standard three factors of authentication (3FA), 1) what you know, 2) what you have, and 3) what you are, can require users to interact with authenticating mechanism through awkward gestures (iris scan) and hard-to-remember behaviors (symbolic drawing or passwords) that distract and impede system use.
As biometrics technologies are becoming readily available and cheaper to deploy, "what you are" is becoming an increasingly popular factor to use in two-factor authentication deployments. Some of the biometrics solutions leverage finger or palm print recognition, iris patterns, voice prints, or even ones DNA. Using something you are is more convenient and has the appearance of greater security then what you have factors which can be replicated, copied, or lost. However, Sandia National Laboratories is a multi-program laboratory managed and operated by Sandia Corporation, a wholly owned subsidiary of Lockheed Martin Corporation, for the U.S. Department of Energy's National Nuclear Security Administration under contract DE-AC04-94AL85000 because biometrics are permanent and precise, once compromised, a persons identity can never be revoked and re-issued. The permanence of the biometrics is the weakest link in mass deployment of biometric-based authentication. Also, while using a biometric may be more convenient than carrying a swipe card, its still not convenient enough to make it usable for active authentication where identity is continuously requested and validated.
The problems with traditional 3FA stem from that fact that the identity created for the computing system is in fact a virtual identity. Because system cannot afford to annoy the end users with persistent authentication requests, most, if not all systems are designed to authenticate once and transfers human identity to a session key which retains virtual identity throughout the computing session. Simply put, a modern day computing system relies on authenticated virtual ID which then relies on the security of the operating systems (OS). Unfortunately OSes, in turn, rely on the authenticity of the secured ID. This is a perfect example of a bootstrapped system: a self-sustaining system that proceeds without external help. Because of this virtual, self-sustaining identity problem, cybersecurity is prone to remote cyber-attacks. If an OS can be compromised, a cyber-identity can be created. Likewise, if a cyber-identity can be compromised, the OS can be manipulated.
To break out of this self-sustaining virtual identity model, the idea of "where you are" as fourth factor authentication (4FA) have been proposed as means of bridging identity that exists in the physical world to identity that exists in the cyberspace [7] . However, one of the challenges associated with 4FA is reliably proving the integrity of the you in where you are if you are not authenticated physically in person. This paper introduces the novel idea of Ephemeral Biometrics (EB), a machine-to-human identity binding technique designed to enable location to be used as a viable authentication factor.
II. EPHEMERAL BIOMETRICS
Many authentication systems, such as those used in online banking and other web applications operate on the basis of a virtual ID (e.g., session cookie) that is created after an initial authentication, typically via user name and a password. The application essentially turns the computing device into both something you have and somewhere you are. The session cookie itself becomes the item owned that is tied to the network source address of the computer, which becomes akin to a location. As GPS devices and smart phones continue to become smaller, cheaper, and more powerful, the something you have (just as session cookies) may also begin to double as the where you are.
To achieve this transition of where it is to where you are as 4FA, the concept of EB was invented. EB are defined as distinctive identifiers derived from merged traits of human factors (fingerprint, password, etc.) and the persistent livestate of the user. An EB device generates a unique humanto-machine identifier and simultaneously monitors the livestate of the user. Consequently, it enables an identity that is available as long as the human and hardware remain coupled. This unique human-to-machine identifier, connected with the user's live-state, maintains a link that validates identity and facilitates secure interactions with external devices. Given such an identifier/device and integrating it with a high-precision, commercially available real-time locating system (RTLS), a unique and secure active identity can be created and monitored. This solution will also provide currently unavailable technical means to track, monitor, and mitigate insider threats.
EB devices will enable the transitional link between where the computing device is to where you and your computing device are. After authenticating to a wearable EB device, via one of the typical three-factor authentication techniques, either the EB device or EB-linked external device (smart phone) can become a 4FA authenticating device. Using the EB device and identity, authentication mechanisms and systems can be configured for use with preconfigured location boundaries. For example, authentication may not be allowed if wireless devices are located outside a secured area or a classified room. Authentication bound by location context can provide additional security against remote cyber-hackers even in the case of compromised cyber-identity.
A. A Call for R&D
Different from currently utilized access control mechanisms, the innovation of EB enables: 1) continuous access control without the need for constant end-user interaction; 2) autonomous real-time identity tracking for security and safety applications; and 3) enhanced authentication through the incorporation of physical presence and live-state verification. Rigorous research and develop is needed for understanding and creating technical solutions for EB, including an in-depth analysis of both the limitations and security guarantees they can provide.
In the following sections, we will explore a conceptual framework for creating a portable EB device prototype that is capable of coupling owner identity with the wearable device. Several of the key research challenges that we will look at include: 1) determining what properties constitute a valid livestate; 2) identifying biometric attributes and potential products for ensuring accurate and consistent live state measurements; and 3) building security protocols necessary to maintain the integrity of the connection between the user and the device.
III. PHYSIOLOGICAL MODALITY FOR MEASURING PERSISTENT LIVE-STATE
In this section, we review some of the most promising of the numerous medical and fitness devices and associated research designed to measure human physiological vital signs [8] - [13] .
Most modern medical devices have been designed to provide highly consistent and reliable measures of a myriad of physiological traits such as blood pressure, body temperature, blood oxygen saturation, and heart rate. While these devices might seem like a natural fit for EB, they typically have several drawbacks. Medical precision and safety precautions often dictate that these measurement devices must be administered by trained professionals who know how to properly take measurements. Additionally, measuring apparatuses can often be uncomfortable and sometimes painful, requiring static, dermal contacts or having to prick or draw blood with needles. Even simple tasks, such as measuring blood pressure can cause significant discomfort if done enough times.
Wearable medical sensors that can take accurate measurements while minimizing inconvenience and intrusiveness are the Holy Grail of the medical equipment design and of great interest for EB devices. An EB device must contain all of these constraints that are typically levied on wearable medical sensor design:
• Take live-state measurements on a continuous bases • Measurements must be taken imperceptibly to wearer • Wearable electronic device must be a small enough form factor that it does not hinder the wearers sense of fashion esthetics • Electronic device must have long lasting batteries • Must function accurately and reliably accommodating dynamics of motion/signal noise artifacts such as sweat, operating in the rain, etc. Despite of these very stringent requirements for an EB device, there is one very important technical design principle that EB device will deviate from medical application. EB devices do not have to take very accurate or precise measurements as long as it is able to keep continuous track of some liveness measurement. For example, it does not have to detect how many heartbeats a person has per minute, just that person is alive and that the EB device has not been tampered with. One of the simplest prototype EB devices may be a watch with fingerprint biometrics that will electronically lockin the wristband locked state when fingerprint biometrics is registered. As long as the wristband size is small enough to be used as handcuff, the EB functionality is satisfied. One risk of such a device is that if a malicious actor decides to steal the identity, all he or she has to do is cut-off the hand to use the locked-in state of the EB watch.
In order to avoid this gruesome possibility, some physiological parameters representing vital signs are important to incorporate into the EB device. In order to analyze potential EB device formats, the authors have conducted a survey of potential candidates for physiological modalities. Figure 1 provides what these modalities are and the pros and cons of using As far as reasonably acceptable fashion for wearable EB, only two factors seem to satisfy the fashion constraints: wristband versus necklace format. Anything that requires glue, electrodes or permanent marks on the body like has been ruled out. Rings could also be used for EB device but can face issues in the fact that hands often are submerged in water, they are not an ideal format for carrying extra weight due to batteries and most importantly, it is difficult to measure physiological parameters in the finger. While people are used to wearing electronic devices on their wrist, necklaces have not typically been used beyond jewelry and it is hard to envision a world where people are comfortable wearing an electronic device around their neck. With these facts in mind, the wristband format is the clear winner due to fashion esthetics, portability (battery, size), and the availability of COTS fitness products. Figure 2 contains a survey of the available portable fitness devices that could be modified to keep track of the live-state of the wearer. The list is by no means fully comprehensive given the fact that new products are being announced every month. The list provides an overview of some of the most well-known, longest surviving vendor products. 
IV. APPLICATION OF EPHEMERAL BIOMETRICS
Leveraging our understanding of EB, we define potential protocols for linking the users EB device to external applications (real time locating systems, access control points, networks). These protocols will allow for the creation of novel access control techniques that eliminate previously identified deficiencies such as excessive end-user interaction. Additionally, the EB device will securely authenticate a user to multiple external machines or services (tablet, access point, Kerberos server, etc.); it will facilitate the creation of unique authentication protocols to provide persistent identity verification.
EB are used to strongly couple a human to an authentication device. The EB device provides highly secure coupling between human and machine as it is specifically designed to: 1) register and couple an owners identity to a wearable portable electronic device using one or more of the factors of three factor authentication 2) while constantly measuring vital signs (i.e., heart rate, blood pressure) to maintain a link between the EB device and the individual. This two-step process provides persistent identity tracking/validation with high assurance of strong authentication while at the same time providing simple one-time user authentication interaction. The process by which an EB identity is established is the following:
1) The EB device (a wristband) will have a unique semiconductor/microchip identity 2) The EB device is registered with the biometric imprint from the owner 3) The biometrically registered individual authenticates to EB device (one-to-one match) and simultaneously the EB device will lock-in the live-state or the vital signs of the wearer 4) The identity coupling of the EB device with the wearer of the EB device is established. This EB of the humanto-machine identity last for the duration the EB device is coupled with the user.
Using an EB device, authentication can be offloaded from a complex operating system to the simplified external EB device with a secure machine to machine coupling process. In cybersecurity, complexity is one of the biggest reasons for security vulnerabilities found in most computing systems. Standard operating systems (including those on smart phones) contain a minimum of ten million lines of codes. For every thousand lines, there are typically between five to fifteen errors which can lead to security vulnerabilities, presenting a daunting challenge to building secure operating systems. By offloading the authentication to an external EB device, security concerns arising from operating system complexity can be addressed. The coupling process of a biometrically linked, live-state checking EB device to an external machine(s) (i.e., computers, tablets, smart phones, access control mechanism) is described below:
1) The EB device will have a unique semiconductor/microchip identity 2) The EB device is registered with the biometric imprint from the owner 3) The external machine will have an EB agent application installed 4) The EB application will be activated with the initialization process using any form factor authentication. 5) The EB agent and device are coupled using a one-time user supplied input (e.g., via pin number), a nonce, and a common encryption key. The EB device functions as both the biometric verification/authentication agent and the electronic key fob for the external device. 6) The EB device generates another nonce, hashes it using a message digest function with the concatenation of the Fig. 3 . Using ephemeral biometrics and location technology to create persistent authentication EB device identity and the user identity. The hashed data is then encrypted and sent to the external device. 7) The external device decrypts the message from the EB device, verifies the nonce, the EB device, and the user identity (by comparing the hash), and executes critical transactions
The following is an example scenario demonstrating how EBs can address the shortcomings of traditional biometrics and provide strong authentication. The owner of the EB uses a fingerprint to register his/her identity with the EB device. Using near field communication (NFC), the EB device will function as a key to securely activate the owners smart phone, without the need for explicit user interaction. Since the biometric data is only registered on the EB device, this eliminates the need for a third-party institution to store and secure personal information. If the EB device is stolen or lost, the owner can simply disable the EB coupling to the device, buy another EB device, and use a fingerprint (it could be previously used fingerprint) to register the new device.
As can be seen from Figure 3 , the coupling of EB with the idea of 4th factor authentication can lead to persistent authentication services. By creating an active authentication service, it creates the possibility of tracking insiders and minimizes remote threats that now need to have a local presence. This type of authentication can be useful in a variety of domains including health and safety, finance, cyber/physical security, and material protection, control, and accounting.
V. CONCLUSION
The conceptual framework of capturing space-time attributes of the persons identity into cyber identity is described in this paper. Through the use of "where you are" as fourth factor authentication and creating unique machine-to-human identity through EB, a truly active authentication solution is proposed. The survey of physiological techniques that can be used to continuously validate the live-state and the potential commercial biofeedback products that can be modified for EB device is studied. By combining physical presence and persistent identity verification, the risk of remote cyber threat is addressed as well as possibilities of actively monitoring the insider behaviors.
